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rids {geti seti ) wheh Ak o] o] F& M AP G o AL
W) 244 7] o] o &3} 4 sl AT W et Qs
tt.

public ushort TransferDataServerPort ool A E o A Core® H|o|E & AA 2 AL F A%

( get; set; ) = Coredl 9] A2 & 588 TCP LEV} Egs]o] 9)

= e /A e AY AT ool B} o] XE
ol A 51 8HE % A =8k A| 1 of o] AE 7L AHg 591 7
o= ool AETF A T2 EES A S 93
Ut} Corecll A 2k 2= B-Foll o 3l

VolumeSnapshotInfo WA ¢] BlockHashesUri
9 BlockDataUri &40 X dH LE S E AME

public TimeSpan SnapshotTimeout { get; FX]&}1 A|7Fo] 23} 7] Aof VSS A WHAE 2Fe] o] ¢
set; } =4 5]

public TimeSpan TransferTimeout { get; AWAES

set; ) ahi A17ES 7hA @ AU A g Fu ),

public TimeSpan NetworkReadTimeout o] &y AHEF YEYF 9 7] 2ol bt A7 A
{ get; set; } TS TP LAY A Y o

public TimeSpan NetworkWriteTimeout o] A&y FHEF Y EYF 7] 2] bl st A7 A
{ get; set; ) 2 7hA e AL A e

BackgroundJobRequest (namespace Replay.Core.Contracts.BackgroundJobs)

213 A

public Guid AgentId { get; set; } o o] ME 9] IDE 7}A- o A A A s},

public bool IsNightlyJdob { get; set; } W Ig}d= zFo] ofgk 21X Ve &= 2HE 714
oA AR T,

public virtual bool ZFof] A A o] of| o] A E 7} &k o] ) =X] YERY

InvolvesAgentId (Guid agentId) = 7ks AAZY

ChecksumCheckJobRequest (namespace
Replay.Core.Contracts.Exchange.ChecksumChecks)

] 7§ ¥ <= DatabaseCheckJobRequestBaseol| A 319 3 F&5 Ut

DatabaseCheckJobRequestBase (namespace Replay.Core.Contracts.Exchange)

v 7§ ¥ 9= BackgroundJobRequest ol A 32 #k-& 234 Ut

ExportJobRequest(4] 4 2~ ©] 2= Replay.Core.Contracts.Export)

] 7§ ¥ 9= BackgroundJobRequest ol A 39 aS 453y

169



i a

public uint RamInMegabytes { get; WHEA VML W EE 27 7bA LAV A A sy o)

seti } A A zgle] vWime] 275 ALgsteH 002 A
3414 9.

public VirtualMachineLocation Location o] 14]314]7] of 3t thAF YA = 71 LAY A AT

{ get; set; } t} ool = 4 7 E F g ~d Y

public VolumeImageIdsCollection VMU B Y 7)ol 38 B&F o|n A& 7k e A A

VolumeImageIds { get; private set; } A g},

public ExportJobPriority Priority WEW7] 8- gt -HAeYE 7t oA} A3

{ get; set; } Y},

NightlyAttachabilityJobRequest (namespace Replay.Core.Contracts.Sql)
7]l ¥ <= BackgroundJobRequest ol A 3l #4-& &5 FH T

RollupJobRequest (namespace Replay.Core.Contracts.Rollup)

v 7} ¥ 4= BackgroundJobRequest ol A 31T 4h-& A& ch

TakeSnapshotResponse (namespace Replay.Agent.Contracts.Transfer)

ki a7

public Guid SnapshotSetId { get; set; } VSSo| 2]af o] ko] s+ GUIDE 714 LAY A
g,

public VolumeSnapshotInfoDictionary /\ﬂoﬂ ¥t ZF B Fof g3t AyAE AR o AdA

VolumeSnapshots { get; set; } L7t QAL & 7@%1,]1:].

TransferJobRequest (namespace Replay.Core.Contracts.Transfer)

] 7§ ¥ 4= BackgroundJobRequest ol A 39 aS A&yt

K a7

public VolumeNameCollection VolumeNames
{ get; set; }

23
ofy

o
il
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2 M4 e AU A4,

public ShadowCopyType ShadowCopyType A% A 8 S VA A A AT Y 1:} A& 7}

{ get; set; } 538 4k Unknown (& F $12), Copy @ Full$]
e,

Public AgentTransferConfiguration AE AL 7P LAY AU

TransferConfiguration { get; set; }

public A4 AL 7P LAV A A o)
AgentProtectionStorageConfiguration

StorageConfiguration { get; set; }
public string Key { get; set; } < 9J: 7] 93 U3 8 s 7 ALES
W (e st R HetH A ) 715 A
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public bool ForceBaseImage { get;
set; }

public bool IsLogTruncation { get;
set; }

TransferPostscriptParameter (namespace

718 ol ml A 7} A A EE A o g e ke
A 2 AT 2R g

21qlo] =1 242 7)1 4 & e 2he 7hA 9 A
AR,

Replay.Common.Contracts.PowerShellExecution)

1} A

public VolumeNameCollection VolumeNames &3t &F o]E o AAH L 714 AV AA Y}

{ get; set; }

public ShadowCopyType ShadowCopyType A48 %A} 8% 714 <A AT A8 7}

{ get; set; } 5%k A2 Unknown (& = §15),Copy ® Full$]
U,

public AgentTransferConfiguration A% TS 7TA LAY Ay,

TransferConfiguration { get; set; }

public A% FHE AL AL B F .

AgentProtectionStorageConfiguration

StorageConfiguration { get; set; }

public string Key { get; set; } AE QS =367 3l U3 & ds 2 ALEE S
S O)Ah (9B BhE Woks 4] 23) 712 A F

public bool ForceBaseImage { get;

set; }

public bool IsLogTruncation { get;

set; }

public uint LatestEpochSeenByCore

{ get; set; }

public Guid SnapshotSetId { get; set; }

public VolumeSnapshotInfoDictionary
VolumeSnapshots { get; set; }

TransferPrescriptParameter (namespace

Y}

7)1 o m| X7} A AEE A o2 e kS
744 @ A A A g o,

A¢jo] 21 4271914 & el ke b e A
CE e

Z Al epoch 34 7FA AU A4,

VSSol| o] 3] o] 2~y ske] EdH GUIDE 7HA LA A
it =
2o 28t ZF EFo

| 7} ol
<= 7P AU A g

Replay.Common.Contracts.PowerShellExecution)

K a7

public VolumeNameCollection VolumeNames 43t EF o2 AalHLE 714 9 At A3}

{ get; set; }

public ShadowCopyType ShadowCopyType AES HA {8 & 7P LAY Ao AFE 7}

{ get; set; } 538 4k Unknown (& F 1), Copy ¥ Full$]
S[E
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public AgentTransferConfiguration AE FAALS 7R LAY A A ok
TransferConfiguration { get; set; }
public Aga 38 7HA LAY A T

AgentProtectionStorageConfiguration
StorageConfiguration { get; set; }

public string Key { get; set;} AF 84S A5 A A3 & d5 2 AT
A A (P B st R BtE A 28) 718 A Y
=

public bool ForceBaselImage { get; 71 E olu| x| 7} A AL E =R RS JERY & kS

seti ) 7FA AL ATk

public bool IsLogTruncation { get; o] 21 A2 70X S JEF & 7S 7FA LAY

set; ) Mg,

public uint LatestEpochSeenByCore 2 epoch ZtS 7FA S AV A A 3 o}

{ get; set; }

VirtualMachineLocation (namespace Replay.Common.Contracts.Virtualization)

ik A

public string Description { get; set;} o] g QI ALEA7} IS S Y= AHS 714
A AR g

public string Method { get; set;} VME] o] &S 714 LAY A A Yo

VolumelmageldsCollection (namespace Replay.Core.Contracts.RecoveryPoints)

ujj 7 W 4= System.Collections.ObjectModel. Collection<string>°ﬂ/‘1 3 kS A&y o)

VolumeName (namespace Replay.Common.Contracts.Metadata.Storage)

K 2

public string GuidName { get; set;} E59 IDE VA LAY A A Y-

public string DisplayName { get; set;} EF9 o]ES& 7140 A} AL},

public string UrlEncode () URLAA] 218124 dEd 4= 9= URLE Q157 H ¥ B

% = E: NET 4.0 WCF(https://connect.microsoft.com/
VisualStudio/ feedback/ ViewFeedback.aspx?
FeedbacklD=413312)°l] 7 = o] 27| o] X -2} 7} URI
AE o)A SutEA] 55 BES s g
A 2 A7} QU Th B o] Fol Vo) w
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public string GetMountName () 2 ol X & I K
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o,

o

il
i

172



VolumeNameCollection (namespace Replay.Common.Contracts.Metadata.Storage)

uH7H‘?ifﬁSystem.Collections.ObjectModel.Collection<VolumeName>°ﬂH AT e Sy

cla A

public override bool Equals(object obj) o] Ql~¥ A9} %] A3l 7] A (=3
VolumeNameCollection 7 & o of gh)el &L 3k 7k
o] JJ=A] &gty tHobject.Equals (Object)
74 €1).

public override int GetHashCode () o] VolumeNameCollection®] 3 sjA] L =Z ut
g3 tHobject . GetHashCode () A7 9]).

VolumeSnapshotinfo (namesapce Replay.Common.Contracts.Transfer)

By a7

public Uri BlockHashesUri { get; set;} EF EBEZJMD5IIAE AL T Jd=URIE 7IAHLA
G AdE G

public Uri BlockDataUri { get; set;} EH UoH EES2 S F IdEURIE AL AU A
Q3.

VolumeSnapshotinfoDictionary (namespace Replay.Common.Contracts.Transfer)

UH7H‘ﬂ*}ﬁSystem.Collections.Generic.Dictionary<VolumeName, VolumeSnapshotInfo>ﬂlﬂ
AN s &I

Pretransferscript.ps1

PreTransferScripti= 22 ¥ 5ES 1 5317] ol o] o] A E ol A] A g th

# receiving parameter from transfer job
param([object] $TransferPrescriptParameter)

# building path to Agent's Common.Contracts.dll and loading this assembly
SregLM = [Microsoft.Win32.Registry]::LocalMachine

SreglM = S$regLM.OpenSubKey ('SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
\AppRecovery Agent 5')

SregVal = $regLM.GetValue ('InstallLocation')

SregVal = $regVal + 'Common.Contracts.dll'

[System.Reflection.Assembly] ::LoadFrom($regVal) | out-null

# Converting input parameter into specific object
$TransferPrescriptParameterObject = $TransferPrescriptParameter -as
[Replay.Common.Contracts.PowerShellExecution.TransferPrescriptParameter];
# Working with input object. All echo's are logged
if ($TransferPrescriptParameterObject -eq S$null) {

echo 'TransferPrescriptParameterObject parameter is null'
}
else {

echo
'TransferConfiguration:'$TransferPrescriptParameterObject.TransferConfiguration

echo 'StorageConfiguration:'
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$TransferPrescriptParameterObject.StorageConfiguration

}
Posttransferscript.ps1

PostTransferScript= 2~ 5k &g 3 of| o] H E Zrof| A A gt

# receiving parameter from transfer job
param([object] S$TransferPostscriptParameter)

# building path to Agent's Common.Contracts.dll and loading this assembly

SregLM = [Microsoft.Win32.Registry]::LocalMachine

SregLM = S$SregLM.OpenSubKey ('SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
\AppRecovery Agent 5')

SregVal = $regLM.GetValue ('InstallLocation')

SregVal = $regVal + 'Common.Contracts.dll'

[System.Reflection.Assembly] ::LoadFrom($regVal) | out-null

# Converting input parameter into specific object

STransferPostscriptParameterObject = $TransferPostscriptParameter -as
[Replay.Common.Contracts.PowerShellExecution.TransferPostscriptParameter];

# Working with input object. All echo's are logged
if ($TransferPostscriptParameterObject -eq $null) {

echo 'TransferPostscriptParameterObject parameter is null'
}
else {
echo 'VolumeNames:' S$TransferPostscriptParameterObject.VolumeNames

echo 'ShadowCopyType:'

STransferPostscriptParameterObject.ShadowCopyType

echo 'ForceBaseImage:'

STransferPostscriptParameterObject.ForceBaseImage echo
'IsLogTruncation:' $TransferPostscriptParameterObject.IsLogTruncation

}

Preexportscript.ps1

PreExportScript~= W] 7] 2t¢]-& G20 317] Hol| Core Zoll A A gt}

# receiving parameter from export job

param([object] $ExportJobRequest)

# building path to Core's Common.Contracts.dll and loading this assembly
$SregLM = [Microsoft.Win32.Registry]::LocalMachine$reglLM =
SregLM.OpenSubKey (' SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
\AppRecovery Core 5'")

SregVal = $regLM.GetValue ('InstallLocation')

SregVal = $regVal + 'CoreService\Common.Contracts.dll'
[System.Reflection.Assembly] ::LoadFrom($regVal) | out-null

# Converting input parameter into specific object

SExportJobRequestObject = $ExportJobRequest -as
[Replay.Core.Contracts.Export.ExportJobRequest]

# Working with input object. All echo's are logged
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f ($ExportJobRequestObject -eq $null) {
echo 'ExportJobRequestObject parameter is null'

}

else {

echo 'Location:' $ExportJobRequestObject.Location

echo 'Priority:' S$ExportJobRequestObject.StorageConfiguration
}
Postexportscript.ps1

PostExportScripti= WX 7] 2F<] -8 =3 3 $-of] Core Zoll A 2 3 Yo}

% EE: A& A2 SR ol o] A Eo A 3 A dEtE o) AFRE S Pos*tExportScrlptoﬂ sk 1=
MEF7F AGFUh duk o o] HE A = PowerSheII 2 YHE Z o o] 23 ¢ E 7| PostExportScript.psi
= 23] dFUTh

# receiving parameter from export job
param([object] $SExportJobRequest)

# building path to Core's Common.Contracts.dll and loading this assembly

SregLM = [Microsoft.Win32.Registry]::LocalMachine

SreglM = S$regLM.OpenSubKey ('SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
\AppRecovery Core 5'")

SregVal = $reglM.GetValue ('InstallLocation')

SregVal = S$regVal + 'CoreService\Common.Contracts.dll'
[System.Reflection.Assembly] ::LoadFrom($SregVal) | out-null

SregVal2 = S$regLM.GetValue ('InstallLocation')

SregVal2 = $regVal2 + 'CoreService\Common.Contracts.dll'

# Converting input parameter into specific object

SExportJobRequestObject = $ExportJobRequest -as
[Replay.Core.Contracts.Export.ExportJobRequest]

# Working with input object. All echo's are logged
f ($ExportJobRequestObject -eq $null) {

echo 'ExportJobRequestObject parameter is null'

}

else {
echo 'VolumeImageIds:' S$ExportJobRequestObject.VolumeImageIds
echo 'RamInMegabytes:' S$ExportJobRequestObject.RamInMegabytes
}
Prenightlyjobscript.ps1
PreNightlyJobScripti= Core Zrol| Al 2. ofzk 2He] Aol A= v, i F 319] 2 S ME A o2 Heled 4= =

$JobClassName | 7| | =& A& %W]E‘r.

# receiving parameters from Nightlyjob
param([System.String] $JobClassMethod , [object]
$NightlyAttachabilityJobRequest,

[object] $SRollupJobRequest, [object]$Agents, [object]S$ChecksumCheckJobRequest,
[object] $TransferJobRequest, [int]$LatestEpochSeenByCore)

# building path to Core's Common.Contracts.dll and loading this assembly

SregLM = [Microsoft.Win32.Registry]::LocalMachine

SregLM = S$regLM.OpenSubKey ('SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
\AppRecovery Core 5'")

SregVal = SregLM.GetValue ('InstallLocation')
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SregVal = $regVal + 'CoreService\Common.Contracts.dll'
[System.Reflection.Assembly] ::LoadFrom($regVal) | out-null

# Nightlyjob has four child jobs: NightlyAttachability Job, Rollup Job,
Checksum Check Job and Log Truncation Job. All of them are triggering the
script, and $JobClassMethod (contain job name that calls the script) helps to
handle those child jobs separately

switch ($JobClassMethod) {

# working with NightlyAttachability Job
NightlyAttachabilityJob {
SNightlyAttachabilityJobRequestObject =
SNightlyAttachabilityJobRequest -as
[Replay.Core.Contracts.Sgl.NightlyAttachabilityJobRequest];

echo 'Nightly Attachability job results:';
if ($NightlyAttachabilityJobRequestObject -eq $null) {
echo 'NightlyAttachabilityJobRequestObject parameter is
null';
}

else {
echo 'AgentId:'
SNightlyAttachabilityJobRequestObject.AgentId;
echo 'IsNightlyJob:'
SNightlyAttachabilityJobRequestObject.IsNightlyJob;
}

break;

# working with Rollup Job
RollupJdob {
SRollupJobRequestObject = S$RollupJobRequest -as
[Replay.Core.Contracts.Rollup.RollupJobRequest];
echo 'Rollup job results:';
if ($SRollupJobRequestObject -eq $null) {
echo 'RollupJobRequestObject parameter is null';
}
else {
echo 'SimultaneousJobsCount:'
SRollupJobRequestObject.SimultaneousJobsCount;
echo 'AgentId:' S$RollupJobRequestObject.AgentId;
echo 'IsNightlyJob:' $RollupJobRequestObject.IsNightlyJob;
}
$AgentsCollection = $Agents -as
"System.Collections.Generic.List "1 [System.Guid]"
if ($AgentsCollection -eq $null) {
echo 'AgentsCollection parameter is null';

}

else {
echo 'Agents GUIDs:'
foreach ($a in $AgentsCollection) {
echo $a
}
}
break;

}
# working with Checksum Check Job

ChecksumCheckJob {
$ChecksumCheckJobRequestObject = $ChecksumCheckJobRequest -as
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[Replay.Core.Contracts.Exchange.ChecksumChecks.ChecksumCheckJobRequest];
echo 'Exchange checksumcheck job results:';
if ($ChecksumCheckJobRequestObject -eq S$null) {
echo 'ChecksumCheckJobRequestObject parameter is null';
}
else {
echo 'RecoveryPointId:'
$ChecksumCheckJobRequestObject.RecoveryPointId;
echo 'AgentId:'
$ChecksumCheckJobRequestObject.AgentId;
echo 'IsNightlyJdob:'
$ChecksumCheckJobRequestObject.IsNightlyJob;
}

break;

# working with Log Truncation Job
TransferJob {
$STransferJobRequestObject = $TransferJobRequest -as
[Replay.Core.Contracts.Transfer.TransferJobRequest];
echo 'Transfer job results:';
if ($TransferJobRequestObject -eq S$null) {
echo 'TransferJobRequestObject parameter is null';
}
else {
echo 'TransferConfiguration:'
$STransferJobRequestObject.TransferConfiguration;
echo 'StorageConfiguration:'
STransferJobRequestObject.StorageConfiguration;
}
echo 'LatestEpochSeenByCore:' $LatestEpochSeenByCore;

break;
}
}
Postnightlyjobscript.ps1
PostNightlyJobScript= Core Zroll A BE of7F 21 $of A, sl a1 A S MEH o2 A& U&=

$JobClassName vlj 71| ¥ =& A}F-8-3h o}

# receiving parameters from Nightlyjob
param([System.String] $JobClassMethod , [object]
SNightlyAttachabilityJobRequest, [object]$RollupJobRequest, [object]S$Agents,
[object] $ChecksumCheckJobRequest, [object]$TransferJobRequest, [int]
SLatestEpochSeenByCore, [object]$TakeSnapshotResponse)

# building path to Core's Common.Contracts.dll and loading this assembly

SregLM = [Microsoft.Win32.Registry]::LocalMachine

SregLM = S$SregLM.OpenSubKey ('SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
\AppRecovery Core 5'")

SregVal = SregLM.GetValue ('InstallLocation')

SregVal = $regVal + 'CoreService\Common.Contracts.dll'
[System.Reflection.Assembly] ::LoadFrom($regVal) | out-null

SregVal2 = $reglLM.GetValue ('InstallLocation')

SregVal2= $regVal2 + 'CoreService\Core.Contracts.dll'
[System.Reflection.Assembly] ::LoadFrom($regVal2) | out-null

# Nightlyjob has four child jobs: NightlyAttachability Job, Rollup Job,
Checksum Check Job and Log Truncation Job. All of them are triggering the
script, and $JobClassMethod (contain job name that calls the script) helps to
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handle those child jobs separately

switch ($JobClassMethod) ({

# working with NightlyAttachability Job

NightlyAttachabilityJob {
SNightlyAttachabilityJobRequestObject = $NightlyAttachabilityJobRequest
-as
[Replay.Core.Contracts.Sgl.NightlyAttachabilityJobRequest];
echo 'Nightly Attachability job results:';
if ($NightlyAttachabilityJobRequestObject -eq $null) {
echo 'NightlyAttachabilityJobRequestObject parameter is null';
}
else {
echo 'AgentId:' $NightlyAttachabilityJobRequestObject.AgentId;
echo 'IsNightlyJob:'
SNightlyAttachabilityJobRequestObject.IsNightlyJob;
}

break;

# working with Rollup Job

RollupJdob {
SRollupJobRequestObject = $RollupJobRequest -as
[Replay.Core.Contracts.Rollup.RollupJobRequest];
echo 'Rollup job results:';
if (SRollupJobRequestObject -eq $null) {
echo 'RollupJobRequestObject parameter is null';
}
else {
echo 'SimultaneousJobsCount:'
SRollupJobRequestObject.SimultaneousJobsCount;
echo 'AgentId:' $RollupJobRequestObject.AgentId;
echo 'IsNightlyJob:' $RollupJobRequestObject.IsNightlyJob;
}
$AgentsCollection = $Agents -as
"System.Collections.Generic.List "1 [System.Guid]"
if ($AgentsCollection -eqg $null) {
echo 'AgentsCollection parameter is null';

}

else {
echo 'Agents GUIDs:'
foreach ($a in S$AgentsCollection) {
echo $a
}
}
break;

# working with Checksum Check Job
ChecksumCheckJob {
$ChecksumCheckJobRequestObject = $ChecksumCheckJobRequest -as
[Replay.Core.Contracts.Exchange.ChecksumChecks.ChecksumCheckJobRequest];
echo 'Exchange checksumcheck job results:';
if ($ChecksumCheckJobRequestObject -eq $null) {
echo 'ChecksumCheckJobRequestObject parameter is null';
}
else {
echo 'RecoveryPointId:'

178



$ChecksumCheckJobRequestObject.RecoveryPointId;

echo 'AgentId:' $ChecksumCheckJobRequestObject.AgentId;

echo 'IsNightlyJdob:'
$ChecksumCheckJobRequestObject.IsNightlyJob;
}

break;

# working with Log Truncation Job
TransferJob {
$STransferJobRequestObject = $TransferJobRequest -as
[Replay.Core.Contracts.Transfer.TransferJobRequest];
echo 'Transfer job results:';
if ($TransferJobRequestObject -eq S$null) {
echo 'TransferJobRequestObject parameter is null';
}
else {
echo 'TransferConfiguration:'
$STransferJobRequestObject.TransferConfiguration;
echo 'StorageConfiguration:'
STransferJobRequestObject.StorageConfiguration;
}
echo 'LatestEpochSeenByCore:' S$LatestEpochSeenByCore;
$TakeSnapshotResponseObject = $TakeSnapshotResponse -as
[Replay.Agent.Contracts.Transfer.TakeSnapshotResponse];
if ($TakeSnapshotResponseObject -eq $null) {
echo 'TakeSnapshotResponseObject parameter is null';
}
else {
echo 'ID of this transfer session:'
STakeSnapshotResponseObject.Id;
echo 'Volumes:' $TakeSnapshotResponseObject.Volumes;
}

break;

}
MEZ ~TYE

PowerShell 251§ E & &) & wj] #he] ALgAH5 A 23}7] §]
AME ~IYEE S 2HUh

I ohe AMZ A3 HEZN AFF U

ol

* PreTransferScript.ps1
¢ PostTransferScript.ps1
PreExportScript.ps1

PostExportScript.ps1
¢ PreNightlyJobScript.ps1
e PostNightlyJobScript.ps1
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